HEHTH— ARER

Pigs % HH MRS

XA

WMHEH&S: 555202210142 5
WEHER: Anzetddisin

B J BMTE-ARER

Z 7 TEBRERERTAERAT

2023514



—. FREEAAR. TS, Wik, SR, B4, 240, WL SR,

AFHEEEK
i EMHTE—ARER
,Z,J';'; f t -:'flﬁﬁ:&:ﬁ:fé E EE .-’2"- éi
Sirhp. ST WKl
FRER M TR R 2022 4212 H 0 HibTAT R SRR [2022]0142 B8 B4E

shg, B 200 P BRI G, 8 R, B O e A R R R FR

(e L RIE GRS B R, R EEin &R,

20220

FiEEmm | FFRER | BEF REST #oB | AEE
£% B i fr ()
1 AR BT 1| & 295171
PR | ansrm | 2 PrTy Ul E] o
Bl % 3 a2 11&| 120
A 1 ZANE 13| 74000
it 490000 7, (AR AEHIATE)
i AR RAAEANRTY [490000] T RS, [ERRAENCH] . A4 NiEH
BB ER o5,
=. trFERmEAER

BLF SRt e [ 0 S S 2 e R o, B A SRl IR R R SR )

Frpse, ICPE 2 AT AR NI

Lo &R BICHE, G 1 ME S RS R 5 B R, W 2:
BRI AT B A AR

2. BMITH— AR ER NS R SRR RERE .
B LR BAR IO

4, BRI,
5. Z AR I At e B R
6, £, ZIUTEINT RN R AR,
=, Bz Rk

1. ZIriRaban i moaE T B,



202 -XNEX

2. ZA S i b I A1
M. B8, sk, EREHE

(1) 7 b S W00 i b fr R elle, 2 P R s B 6 Th i R A
BARSHIR,

(2) FEH o RN fRhrE R b P BRI TSR, SRE R T
JEN, CLBTAT SO R R R A
B, BERLE
Lo P EAAD LS

LM AR B, SEEE, BERASFAEA T R, AR
BUEHIE L E . TH RN AR E SR S, i T, iU TR
WREE . CRAEHBIFERT . BT SR EER . @R S ) TR .

L 2R AE R ER TR 20 A Rty DR, FRERZTERDY
WHTEIRN LW E AN AR g R S B, B 2 e
BitRl CEFRENA R A REMN R, SRR R R T i RE . T
T T ECEE R B W A 207 TR A A, 2O TR i S S A 4 H i WL
AEHBETA N, B 7 EAECRIR A RO 2 BT T A LR T LA, FE L
J7 AT A SR B, R RN, 20 R T SR B RR, Y TR
AT, P C R AT IR AR

L 3T 2 5 EmM A RS HE L. 8. BR.

L AR DR 0 T A & RN A R0 T R A, S L TTAR T e B R AT
SR AR e B, AR B N

LARHIERAA ARG, ST e RET B WA e, RO, —
B B ARG B R B SRAR M, RS EGE R, HorRliEm .
2, ZITELRIR S

2.1 ZHEERETRERERRES. 20HEREIAFEREE 2 TR# A,
ZIATHE A AT M AT (BRI S, SLAAT ) A 2 RN e . R i
ey, ZRBLPHFE, ZATRENERELEEREAE G A.

2.2 ZJrpim R (RE TR, SRR R R R S R S R
I, AR R R .

2.3 EHH RS, 207 REN ER SR, ARETEA RN

2




& FE, 2023-XETX-012
F. TN, PR AR L B A A R L, RS R B AT BUR L R R AR R
B ER 2 e PR B R LR TR Lo R .

2.4 FERITRG AA BRI T, B P IR A e 2 AR A (A
F, ZHRMIE | ABAEREEER. . ARSISRE EHUE SRTRIER
SRR A R A o ER .

2. B R T Joil B R SRR SR A 0 - R, (RIE R IE W T AT %
SEATHEIT ARk, ELEE MR R ST AR R R AR R R AR IEAT R e R A e,
B4 RE T B A SR et B . o L e b AT A R B A R AR L e B L
(IR, R, SEEERTIRT R, 30 R R A S R S e
¥R RN I R AT RIS R (RS R E R - TR
B T R R A R AR, MR RS R TRIET. '

LG RHIEN R, MG IERAR S, 2T S O R T A
BAE B 200 0 5 I () N B B AT TR B A R R SR O BB R i IR A
A BEREF T 2 T IR A B AR R 1, B P T B I (] e N, — AR
FgLE e i (] g 24 e Py, BTSLRTERRY (A, AR, ERMEEELH . BT dEs R
DRARAEER, Aerm IR A PR, L e A R .

2.7 N F RIS, AR A S TR IR, S TN Aol B
AN BY TR LT R A T B O A v, g A AR AR R, R T AT
HAEIF.

2. 8 H & FEE (] P I i .

2, 9 LT AR R B T H R T B P A e A P SR R R,
PRCERIL TR AR (R AR, EERSAEAR. SR AR, FED) £
Reb ) BT RO P B 15 8 R BT PR R R S 0 L e L B fR k] B
fe. LA AFHER RSN . FEMEE AL, NRERESFS, MbidEg.
FHEMBE LTS LR, BT TRE, TGRS LA RS ER
(B AT B, RI . R O MR 5 B R R el LR AT s = R

Sl Wb LA G e — SR A A R 2 R
2.10 Z AR S AP B R B A 17 RIS = A iR,
AN T

EEEEFRAGAARTY [490000] 5i( KS: [B4REBTGE] .

Ba3m




T 2023-KNIX-012

L. EFEEATEEE, PSR 300 MRS, BARTY 147000 o8 L
5. [SRETEFTE] .

2, REL R SR B R VIGE B 5 E  & R R 60%, RIA BT Y 294000 %
RO H: [RBBARFTE] .

3 SRS B A AR SRR L P, 7 AR IAEE LT R R R ) 10%
R, BAREBY4000 ok K5 [BHSFTE] .

RO, ZHAHANIA L EWHREN e UR T AT, 5 77 HE ko
FRAEATROTERE, L e (7 L R (e i i

P fEE T

R E . W E— ARER

SRR RIS 12320400467 2858558

TrFTs P E LR TR 4 AT R A WO R T ST

M4 1105020309000043779

ZHEPERMNE,

LA RE: R B R A

B ARA ., 913200006683821250

FEP4T: P ST BB AT

W 32001881436059000588
4. HERRENSEHEHS

1. FWHERESRE. EFEBEENZE, ERINGHERERAAFERE
A Lo%, B CRED) MRLDRE DT B RS BRI

2. RREAA, PR R 0 BB S SR R S AT HE AR A A R A T I — T R Bl h
LA RAE.

3. L BRI PR R O R A R R A . R BRI HbeAniR
FEU T AT S S DL

4. MR

R AR B DT SRR A R i A A PR IR A AN L 1 16 AR, R B
A R BEREET. Wil SRS ESERH TR, S, LRI
AHT T EEE ., &Er. Mg didiixns A TAREAR MR, 25
R — S W A BN R




A8, 2623-0EX

A, S

L. B 2R A AT & R A & BT & R LR e e REEn, s
. TR AR B L AT SRR R R AR R R T

2. B, 2O BN BEW A EIE, 0 MR EEER, N AW
R, GERS N EERE, AN e, (B E IR ES R R A
B 4R A O R T — o LR A

3. MZAFREMESAFSEREE, PHTER 2 7R E RS T eleuk, §
PR A7 B AR, . A5 eh e P R H P M R Y BT AT IR LV R 2 AR A
Hir sk Y ey i e & AT

B. EEFEEEERE, AEETRTESHE. @R, SHNEERETEI &
.

6. LAEEASFI TS, A SRR 2 0, M0 SR e ss o iy
AL S, AAEAFRIRT T BT A IR . URiR . tRIT. AR,
S, TER. RLRERA.

Jhn Mﬂlﬂ'ﬁﬁ:

P £ [ S A L BT e e 2 B B A\ B TR A
. R

FERH &S A EEREA TR A S HES.

. Hdh

1. RIS R SIACN. fri. BIEMNSeT, RBAHPIINE. ERSERST
PR TR S A 2 7 A 40 BRI AP . W i RS REEIR S TR, ARG
T2, o T I R SR N T AR, ol 2 RO T B = AR R R
HRAL RS RS TR, 2 R i O T AR .

2, BB, AFEHTESEIdHE A&, ook R b R R BT R,
L S SR RERE, ATEHU S A A F R T — B LU 5 L e .

3. AEFEEARG, PR, Z7hERG, HAYRSEREN.




i BHlfE—ARER

i

s

§

‘\"
o

MRS R

RN ARER

i 185 &

&#E-o: 2023-X0ZE-01

277 e AR

=
gt ﬁi{@i

HRRRNE TR, o

BRI, :ggﬁﬁﬂ

a3 2H fo



Hﬁqsﬂﬁﬁﬁﬁﬁﬁmﬁﬁmnﬁﬂﬁﬁﬁﬁﬁ

- = L

— HRER

1) S EAMEET G, SR EAR SR {7 SR e, TR IesR At T, =
L A O T Mot T e Ay PO e R 7 P Lo R R M, SR 000 o A e, SREGERTRIAE

g —E .

(20 $REF 1 SEEN S S SRS, R T A o R TR B P B L A O

R

HREF 2, WEE AP BRI T BB R P A A 7E Al

=, BEASTHRSFER

21 SEBRBNESEASHER

EE SR

b ok

[REf 2 4

TR AT A 2646, BE M =40T, AR T 4 TRRO,
7= R 20 2Ry, SR Tl T A T R 1 T e Rl e T
[R5 AR T RS R4 AR R LA A A

(E 5 2 8

ASEFFT ) A R T T o R T, T 16 R A
A ERRER . Aty ek, HMREREY. s
Padcma, [difeds 2 2 RE RS, RDAYESE. PHBR (IR
7 5t Ll {1k A B H b e A EE D

SR 700 Fh il B i, FEEE. DHCP R &. EHE. SRESE
o H EHE A, S syslog. winlogbeat, jdbe. wmi. webservice, fip. snmp trapy
P AT I CTRER U S TR L E N B

AGEFEE S EIERR, A E G ARRIT N ER R, HETEN
BT R S b S P B P e e P LR e T R R R LG
7 i A A W LA 28 A T

[ s R R R A R R RN 3 R BB
A M S AR A B RS AR B R A L R B mag
bk EHLE S ORI Wl ek P L R D

CER SRS EEE, BEUE 58S E, TERESEaAMAE
B, MG G SR BT, BRI, BRI B
ERE . BECM A, MR AE LRI GO R TRk P Ho i
RS

AE RS T A TER R DA CERE TS 3D SRRy
(BRI, Bid A TR e e W R T 0 B R R T R B W
IR AINEEE, SIEMEIIE . SRR, DEREfR . TIR{RCTE CHRY
7= T e 0 B A i 4 D




e B BT A T4 BEAY webshell B3 FEREEN, FTEDH 0 (iR i
HEHEE . A& 650+webshell B NIER, HA 28 webshell S8BT SR,
L4 webshell b4 SR8 . webshell -5 FE. webshell ififs
FAEERE R AR AT ULA, BB SR R, T R R
mEHLE. &, 24, 5. HEE. BER. ERWIHEE.
[EeEL. HEARE. SiNfFRE, EFEERINE, F&oasHFi
e, ATEEERE

v AT TS 5 hopflow. dnsflow. adflow. icmpflow. maillflow
I, I AT AT, B R LB R I R . 0
R, fCEE, TR, BEND. SO shell SRS W I
AR L RN i, PR R BT, S cp TS A G AR 4
(BTE A0, ERfris H meR i . IPS R AR TR R i AL, ImEei 5
MRS (BETE) BERMET, SHET DRSS G R
e fh TR AR R A ELn R R

AEFFE. PR, . B RReeNEtmRmESR, BT EmE
[BE FF A TS B, Bkl A B S0 B B0 R A Ak B e,
5T E Eh e HER A A B AR IR BRI B EE A A e ) R
)

T N R R N BB, AL B R TIRE, R R R S g
webshell #4303 55, #)F LsA, AutoEncoder, LogicRegression, SVM, Bl #,5%
. MGBoost % & LB 2 B SR AT B v e ). SRR AT s
0 0P 00 TR B A R T 3

2.2 BeFE 1 HASHER

i At

iR ER

[ &

A G 1Gbps, PAFZ8G, 1l =64GB SSD, P MiRESL T 6 T3
B O+2 T O, A = 0 A e (R o R S R T A 8
AL T 1R O L e T

Lo i 2

FERFEEAE, ERERIHEAR TR0, 0 OA ST H A

A R Database #8020 . DNS ST HE . FTP $REIH . Mail #6iR.
MetworkDevice, Scan JiAET . System M H . Telnet 370 MWz, Thp
[T T Wb Sl T oy S50 4 T T T CAROEP STk akEE R B
AT

R FTP. IMAP. MS Sgl. Mysql, Oracle. POP3. RDP. SMTP. SSH.
Telnet, SFERUCEBEW RN RGBT HnS Rl o)

R SOL A XSS . AEAL. R, WEBSHELL. B
hile. REdEN, THEEIE. AoamEd., HRHEEd, Wb
0 SRR T e S B R ) B B he R O E e i 8

em




S 2025-XXIX-012
SEFFERAE R DS T JedniE Brill, ARbniesn 38 47 4 A i LAY 700 St
i SRS A0 S 3389, 53, SO/ROS0. 21, 69. 443, 25, 110. 143. 229 (48
[k 2 T el P EL I ) AT
PR G T B . T hups BB & hup HIULHFIFAE. DNS
i A &, A E SMB L F B E. AD RN EITFE &,
WER Bttt HE, FTP HldibHE, Tenet hiddit BE. 1CMP (il
it H . LLMNR Brif st Bl CHROR ™ 5 chib B e el BLn 6 ) s 2 50
FHFE HTTP RS S FREHT 30, SR 30 RiEpss . MEE
L. WS . RO, EEE. IRCEEY
AT Ho kil
5 FETH SR &R, BRI, PRE. R
. B, SRR R R TR (R 5 Tkl B R B i)
AT
EEEEIP, 1P S, DRSS, SO0, T S S R, R R T A
Fr Al S A0 R R O FEAR AW, G5 G 4 PR By s (LR S e R
NLERERIES
PR FRLE AR, WE L iNEER. EO. e bk, 50 e
el el CHRfEr S OOk AR AR FLnfe i A T

23 R2EH 2 HABHER

A b Hhdr s

A RO =2Ghps, PTF =8RG, B =480 85D, M RADT 6 THERD
i 2 4 24RO, AR TTA R, BB = TR R (A0 B ] T
IR, B RS S R e e e

R AE, HERHEAS RO, RO L H A e

ot R AR SO 0 5] S TP P ELSH . TCP SEERL. R IR T SRR
W75 Bis & Rl ol S UR SIS, o7 B I A 4
RS, AR URL i3 &is s

A IF RIS T A R R, T G R L, SRR I
ik £ 50 FoE R AT Bt (R RTOARER B UER L nah T i 4 38D

*p B URL Fi. IPS IRIFSRICIRG(EE . MAIRSIAE. WEB FRAFRRE.
e 9 AR SR BRI AT LS. BEEEHERE. QR RE (R ET
|k 4l PO H i I g v 3D

* £ 5F Database I§F . DNS JiHM . FTP S . Mail 6% 208,
MNetworkDevice. Scan il dr. System FFIGE . Telnet B M. Thp)
[ TR e . Web i Bl SRR S5 R R RO R CHE 0 ThER SR SRR ALDD

ool

-10 -




S 0E FE—0]

B

P4 $E FTP. IMAP. MS Sql. Mysql. Omcle. POP3. RDP. SMTP. SSH.
Telnet. S EpiER U RERRETIN 320k BN WA 5 b (6L 7 £ 880

PRSI AR, 95 hips Bk BE. hop B EHH &, DNS
i i H . e W D &L SMB thid i iF B &, AD HiMiEitH E.
WEB @it B, FTP il it Bk, Telnet BFLHHHE. ICMP B
it L LLMNR Bl i [ (R0 S SOt i B E ol B 35 ) B i
PR HTTP Sl FR T osE . BT 30 Rk 4L . 8%
it Ui REELE A S . Al RREEE. IRC S
st ol 47 SR

ACEEF S RN A LA W i A R R, R
el S SCHETL, R R R (ROt BTk MR oo
(RS )

FYFFIP, IP M. ME, O, U e s L0 E S, sl e A
P ol 560 L FEL T ) LRI, 06T P 45 LRI B L S (BRI S |
il B e | e
RN R AL, A SRR, B, TP b, RO R ST
ik C4R{EP G ThAERE PR e EL AN AR )T A )

24 REREEER

(i 525

AT

e 1

= A P AR T A R BLRNR AR, e R A
= S S R TR, R R A R S
PRI B A, HOEAE. WM. Web JB R S LR
T RH

FAROLES 113030, S SR ET = [ b JE 8 O S AR 0, f1: SMB.
Mssql. Mysql. Oracle. smtp. VNC. fip. telnet. ssh. mysql. tomeat %

e AR LK I S % B ERLIRAE R, B . b LR
IR, T AR e A B R BT A R T4 1 1 8
. UL BERTARNE . MR AR, O RGRR. U
b L A

FEHTI LHR TSR T AR, RECHLHERTL: W
LR B A7 S 4B U 5 7 A R W T T 5

i S R L 6 AT A B RIS TR, AR AR
Tk, WhE. e awes

AR T BT e 4T . Webshell E4E4734 . Web 58 B 82
T, SQL AT R, HEMESRdGirS. 048 SRS

o

11 -



el & 023-ZN-012

I = A e o R S P Rl 8 s
[ ETVREY . PN R T 2R T L B Rl 5 L
e B 30 T A B AL T AT (ST AT, AR HER
515
[ 7% T 1 50 0L 0 SR S, AR LA T 2 S 1R e — 1)
RS H AR R A AR T R M B R L
AR CRE R R S GREAR R, Hinf
I AT
e T E R L R T AT I U, SR T O A AY A R A AL
AR S E R . et E TR, SEhE T TS
2 T A AN, BT LB EE TN, IR T T S A R
FrtERE, BREGE TAETRE CRAEERELEE, Hing)
)

[ o8 oo M Yt g, R TR ENE R TR, B il AT 4
W 5 T . Mol LS A B T AR . AR RE . R
A CIRESCR BT, Hindrda s

R A R S M E L. S, S, webshell, f#7
[ e el S TAE, M TR AR R S O T R, A,
3 ol 5, S o el R L

[ 3 BRI ) PR P i At o, R R Y 2 AT P S e R T A £ R L
\ B B AR (S Bt i A P A RN R B 5 0 f R A (RN
PEEEEIERY, Ems want

e R R WA A ANES LB SR B T S, IR R AL L
[ 2 2 A= L B b Ao e SRR IR T R B AE

(* <k R AR T 4 20 T S SR O A A AR, LA O R R T IR
LR, PEA e A UE O R AL AL, HHE 2 SR A R, IR 4 G A

IR T R A A A LR A B, R RS
[R5 A 00 A H ISk B () il o2 S R A T o B e A

¢ FEEH] finchi T, HE CRESTHIGE, SESEEE, TRHEE.
T8 4k B R R SRR T R e, AL T
GEE k. [FE A A i B s T

o AT AR A, R IRIEAE T [ A A A T R A L L
TR AR R A Y R A . T AT FriaRd L, S5
) R ek, SRR, TRERErdy, MRS A A B R L.
FECRAE, AR FEHIR R AR T T A

e 7 a1

RS PR A T P P RO Ak ik, A
(0 o S0 B O A B i e B R B, R ERRAE AL R T A5
S, AP P slemed T R D (5 R R BRGNS AR, Himi
U A EE )

AR RGBSR R, F R e AT A B,
B T e S T H MRS AT, B GIER A NI R R

®Bum

12 -




TR BB E . BB A B AL, BT R WA R BT R ER R
FEAER . YT CREHEEET, BNkl e

=, REARRER

L

WEAN RS EAER CRT 20 T ERRES SRR (RENERedt
Hole S REEAMERSL BN, TEN. MERSEMER, 20, P it RAFF
B RANR O, B R EA . B AR U RRAE ) R R R eE
HPGURTER, Y/ REEEN, EeFsiEE s iRl 5EF.
LE RN

AT W b B AR I, AT R L. T S
IREREEASHE.

WEEABFMFEEEBEE. B R. REESER T ERiER TR =
BE Ao b b b i e R L G B I,
A i 7 R B

R LR AE LM SRS IR, RTINS RIR, U B
e A T ORE R
5. T g g B Ak T

EUE -3 Uik N ke ey i o R0 i e TR PO L e B o=
B Ry R, i DR SOAR M BLEY & B (AT S — R AR
6. R R SRR

WRGRd aRs. RTHAL. BN BL EMREEERE SEERENL KER
FAELHERE, JF it T BlRg .

qFnrm@

-13 -




FifF2 . SEETRUGR R

SR AN LA

P le] FFR: |6l
R T bk
2T TR R EE R g
s [ Lioa=1 T i S B &G
. 1
= 2
B
4
T
WHEIE BT NEF. LT R,
T ] R LR
H H £ H
130

14 -




